
NOTICE OF DATA EVENT
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What Happened? 5RFN\�0RXQWDLQ�&DUH��Ð5RFN\�0RXQWDLQÑ��KDV�EHHQ�DFWLYHO\�LQYHVWLJDWLQJ�D�F\EHU�VHFXULW\�HYHQW�LQ�ZKLFK�DQ

XQDXWKRUL]HG�WKLUG�SDUW\�JDLQHG�DFFHVV�WR�FHUWDLQ�íOHV�ZLWKLQ�RXU�QHWZRUN��7KH�LQYHVWLJDWLRQ�GHWHUPLQHG�WKDW�FHUWDLQ�LQIRUPDWLRQ�ZDV

YLHZHG�RU�WDNHQ�ZLWKRXW�DXWKRUL]DWLRQ�EHWZHHQ�-DQXDU\����DQG�)HEUXDU\����������:H�DUH�FXUUHQWO\�FRQGXFWLQJ�D�UHYLHZ�RI�WKH�UHOHYDQW

GDWD�WR�GHWHUPLQH�LI�3URWHFWHG�+HDOWK�,QIRUPDWLRQ��Ð3+,Ñ��LV�LQYROYHG�

What Information Was Involved? 7KH�DìHFWHG�LQIRUPDWLRQ�LV�FXUUHQWO\�EHLQJ�UHYLHZHG��:H�ZLOO�QRWLI\�DQ\�DìHFWHG�LQGLYLGXDOV�GLUHFWO\

DW�WKH�FRQFOXVLRQ�RI�WKDW�UHYLHZ�

What We Are Doing��:H�WDNH�WKLV�HYHQW�DQG�WKH�VHFXULW\�RI�SHUVRQDO�LQIRUPDWLRQ�LQ�RXU�FDUH�VHULRXVO\��8SRQ�EHFRPLQJ�DZDUH�RI�WKH

HYHQW��ZH�WRRN�VWHSV�WR�VHFXUH�WKH�QHWZRUN��LQYHVWLJDWH�WKH�DFWLYLW\��DQG�GHWHUPLQH�WKH�VFRSH�RI�LPSDFWHG�LQIRUPDWLRQ��:H�HQJDJHG

WKLUG�SDUW\�VSHFLDOLVWV�WR�LQYHVWLJDWH�DQG�UHVSRQG�WR�WKLV�HYHQW�

What You Can Do. :H�HQFRXUDJH�\RX�WR�UHPDLQ�YLJLODQW�DJDLQVW�LQFLGHQWV�RI�LGHQWLW\�WKHIW�DQG�IUDXG�E\�UHYLHZLQJ�\RXU�DFFRXQW�DQG

IUHH�FUHGLW�UHSRUWV�IRU�VXVSLFLRXV�DFWLYLW\�DQG�WR�GHWHFW�HUURUV��6XVSLFLRXV�DFWLYLW\�VKRXOG�EH�SURPSWO\�UHSRUWHG�WR�UHOHYDQW�SDUWLHV

LQFOXGLQJ�DQ�LQVXUDQFH�FRPSDQ\��KHDOWKFDUH�SURYLGHU��DQG�RU�íQDQFLDO�LQVWLWXWLRQ�

For More Information. )RU�TXHVWLRQV�RQ�WKLV�QRWLFH��\RX�PD\�ZULWH�WR�5RFN\�0RXQWDLQ�DW�����:HVW�����6RXWK��6XLWH������:RRGV�&URVV�

87��������RU�FRQWDFW�WKH�GHGLFDWHG�DVVLVWDQFH�OLQH�DW�����������Ë�������0RQGD\�WKURXJK�)ULGD\�IURP���DP�Ë���SP�0RXQWDLQ�7LPH�

H[FOXGLQJ�8�6��KROLGD\V�

Steps You Can Take To Protect Personal Information

Monitor Accounts

8QGHU�8�6��ODZ��D�FRQVXPHU�LV�HQWLWOHG�WR�RQH�IUHH�FUHGLW�UHSRUW�DQQXDOO\�IURP�HDFK�RI�WKH�WKUHH�PDMRU�FUHGLW�UHSRUWLQJ�EXUHDXV�

(TXLID[��([SHULDQ��DQG�7UDQV8QLRQ��7R�RUGHU�D�IUHH�FUHGLW�UHSRUW��YLVLW�ZZZ�DQQXDOFUHGLWUHSRUW�FRP�RU�FDOO��WROO�IUHH�����������������

&RQVXPHUV�PD\�DOVR�GLUHFWO\�FRQWDFW�WKH�WKUHH�PDMRU�FUHGLW�UHSRUWLQJ�EXUHDXV�OLVWHG�EHORZ�WR�UHTXHVW�D�IUHH�FRS\�RI�WKHLU�FUHGLW�UHSRUW�

&RQVXPHUV�KDYH�WKH�ULJKW�WR�SODFH�DQ�LQLWLDO�RU�H[WHQGHG�ÐIUDXG�DOHUWÑ�RQ�D�FUHGLW�íOH�DW�QR�FRVW��$Q�LQLWLDO�IUDXG�DOHUW�LV�D�RQH�\HDU�DOHUW

WKDW�LV�SODFHG�RQ�D�FRQVXPHUÎV�FUHGLW�íOH��8SRQ�VHHLQJ�D�IUDXG�DOHUW�GLVSOD\�RQ�D�FRQVXPHUÎV�FUHGLW�íOH��D�EXVLQHVV�LV�UHTXLUHG�WR�WDNH

VWHSV�WR�YHULI\�WKH�FRQVXPHUÎV�LGHQWLW\�EHIRUH�H[WHQGLQJ�QHZ�FUHGLW��,I�FRQVXPHUV�DUH�WKH�YLFWLP�RI�LGHQWLW\�WKHIW��WKH\�DUH�HQWLWOHG�WR�DQ

H[WHQGHG�IUDXG�DOHUW��ZKLFK�LV�D�IUDXG�DOHUW�ODVWLQJ�VHYHQ�\HDUV��6KRXOG�FRQVXPHUV�ZLVK�WR�SODFH�D�IUDXG�DOHUW��SOHDVH�FRQWDFW�DQ\�RI�WKH

WKUHH�PDMRU�FUHGLW�UHSRUWLQJ�EXUHDXV�OLVWHG�EHORZ�

$V�DQ�DOWHUQDWLYH�WR�D�IUDXG�DOHUW��FRQVXPHUV�KDYH�WKH�ULJKW�WR�SODFH�D�ÐFUHGLW�IUHH]HÑ�RQ�D�FUHGLW�UHSRUW��ZKLFK�ZLOO�SURKLELW�D�FUHGLW

EXUHDX�IURP�UHOHDVLQJ�LQIRUPDWLRQ�LQ�WKH�FUHGLW�UHSRUW�ZLWKRXW�WKH�FRQVXPHUÎV�H[SUHVV�DXWKRUL]DWLRQ��7KH�FUHGLW�IUHH]H�LV�GHVLJQHG�WR

SUHYHQW�FUHGLW��ORDQV��DQG�VHUYLFHV�IURP�EHLQJ�DSSURYHG�LQ�D�FRQVXPHUÎV�QDPH�ZLWKRXW�FRQVHQW��+RZHYHU��FRQVXPHUV�VKRXOG�EH�DZDUH

WKDW�XVLQJ�D�FUHGLW�IUHH]H�WR�WDNH�FRQWURO�RYHU�ZKR�JHWV�DFFHVV�WR�WKH�SHUVRQDO�DQG�íQDQFLDO�LQIRUPDWLRQ�LQ�WKHLU�FUHGLW�UHSRUW�PD\

GHOD\��LQWHUIHUH�ZLWK��RU�SURKLELW�WKH�WLPHO\�DSSURYDO�RI�DQ\�VXEVHTXHQW�UHTXHVW�RU�DSSOLFDWLRQ�WKH\�PDNH�UHJDUGLQJ�D�QHZ�ORDQ��FUHGLW�

PRUWJDJH��RU�DQ\�RWKHU�DFFRXQW�LQYROYLQJ�WKH�H[WHQVLRQ�RI�FUHGLW��3XUVXDQW�WR�IHGHUDO�ODZ��FRQVXPHUV�FDQQRW�EH�FKDUJHG�WR�SODFH�RU�OLIW

D�FUHGLW�IUHH]H�RQ�WKHLU�FUHGLW�UHSRUW��7R�UHTXHVW�D�FUHGLW�IUHH]H��LQGLYLGXDOV�PD\�QHHG�WR�SURYLGH�VRPH�RU�DOO�RI�WKH�IROORZLQJ

LQIRUPDWLRQ�

���)XOO�QDPH��LQFOXGLQJ�PLGGOH�LQLWLDO�DV�ZHOO�DV�-U���6U���,,��,,,��HWF���

���6RFLDO�6HFXULW\�QXPEHU�

���'DWH�RI�ELUWK�

���$GGUHVVHV�IRU�WKH�SULRU�WZR�WR�íYH�\HDUV�

���3URRI�RI�FXUUHQW�DGGUHVV��VXFK�DV�D�FXUUHQW�XWLOLW\�ELOO�RU�WHOHSKRQH�ELOO�

���$�OHJLEOH�SKRWRFRS\�RI�D�JRYHUQPHQW�LVVXHG�LGHQWLíFDWLRQ�FDUG��VWDWH�GULYHUÎV�OLFHQVH�RU�,'�FDUG��HWF����DQG
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���$�FRS\�RI�HLWKHU�WKH�SROLFH�UHSRUW��LQYHVWLJDWLYH�UHSRUW��RU�FRPSODLQW�WR�D�ODZ�HQIRUFHPHQW�DJHQF\�FRQFHUQLQJ�LGHQWLW\�WKHIW�LI�WKH\

DUH�D�YLFWLP�RI�LGHQWLW\�WKHIW�

6KRXOG�FRQVXPHUV�ZLVK�WR�SODFH�D�FUHGLW�IUHH]H�RU�IUDXG�DOHUW��SOHDVH�FRQWDFW�WKH�WKUHH�PDMRU�FUHGLW�UHSRUWLQJ�EXUHDXV�OLVWHG�EHORZ�

Equifax Experian TransUnion

KWWSV���ZZZ�HTXLID[�FRP�SHUVRQDO�FUHGLW�

UHSRUW�VHUYLFHV�

KWWSV���ZZZ�H[SHULDQ�FRP�KHOS� KWWSV���ZZZ�WUDQVXQLRQ�FRP�GDWD�

EUHDFK�KHOS

�������������� �������������� ��������������

(TXLID[�)UDXG�$OHUW��3�2��%R[��������$WODQWD�

*$�����������

([SHULDQ�)UDXG�$OHUW��3�2��%R[������

$OOHQ��7;������

7UDQV8QLRQ��3�2��%R[�������&KHVWHU�

3$������

(TXLID[�&UHGLW�)UHH]H��3�2��%R[��������$WODQWD�

*$�����������

([SHULDQ�&UHGLW�)UHH]H��3�2��%R[������

$OOHQ��7;������

7UDQV8QLRQ��32�%R[������&KHVWHU��3$

�����

Additional Information

&RQVXPHUV�PD\�IXUWKHU�HGXFDWH�WKHPVHOYHV�UHJDUGLQJ�LGHQWLW\�WKHIW��IUDXG�DOHUWV��FUHGLW�IUHH]HV��DQG�WKH�VWHSV�WKH\�FDQ�WDNH�WR�SURWHFW

\RXU�SHUVRQDO�LQIRUPDWLRQ�E\�FRQWDFWLQJ�WKH�FRQVXPHU�UHSRUWLQJ�EXUHDXV��WKH�)HGHUDO�7UDGH�&RPPLVVLRQ��RU�WKHLU�VWDWH�$WWRUQH\

*HQHUDO��7KH�)HGHUDO�7UDGH�&RPPLVVLRQ�PD\�EH�UHDFKHG�DW������3HQQV\OYDQLD�$YHQXH�1:��:DVKLQJWRQ��'�&��������

ZZZ�LGHQWLW\WKHIW�JRY��������,'�7+()7�������������������DQG�77<������������������7KH�)HGHUDO�7UDGH�&RPPLVVLRQ�DOVR�HQFRXUDJHV

WKRVH�ZKR�GLVFRYHU�WKDW�WKHLU�LQIRUPDWLRQ�KDV�EHHQ�PLVXVHG�WR�íOH�D�FRPSODLQW�ZLWK�WKHP��&RQVXPHUV�FDQ�REWDLQ�IXUWKHU�LQIRUPDWLRQ

RQ�KRZ�WR�íOH�VXFK�D�FRPSODLQW�E\�ZD\�RI�WKH�FRQWDFW�LQIRUPDWLRQ�OLVWHG�DERYH��&RQVXPHUV�KDYH�WKH�ULJKW�WR�íOH�D�SROLFH�UHSRUW�LI�WKH\

HYHU�H[SHULHQFH�LGHQWLW\�WKHIW�RU�IUDXG��3OHDVH�QRWH�WKDW�LQ�RUGHU�WR�íOH�D�UHSRUW�ZLWK�ODZ�HQIRUFHPHQW�IRU�LGHQWLW\�WKHIW��FRQVXPHUV�ZLOO

OLNHO\�QHHG�WR�SURYLGH�VRPH�SURRI�WKDW�WKH\�KDYH�EHHQ�D�YLFWLP��,QVWDQFHV�RI�NQRZQ�RU�VXVSHFWHG�LGHQWLW\�WKHIW�VKRXOG�DOVR�EH�UHSRUWHG

WR�ODZ�HQIRUFHPHQW�DQG�WKH�UHOHYDQW�VWDWH�$WWRUQH\�*HQHUDO��7KLV�QRWLFH�KDV�QRW�EHHQ�GHOD\HG�E\�ODZ�HQIRUFHPHQW�

For District of Columbia residents��WKH�'LVWULFW�RI�&ROXPELD�$WWRUQH\�*HQHUDO�PD\�EH�FRQWDFWHG�DW�������WK�6WUHHW��1:��:DVKLQJWRQ��'�&�

�����������������������DQG�RDJ�GF�JRY�

For Maryland residents��WKH�0DU\ODQG�$WWRUQH\�*HQHUDO�PD\�EH�FRQWDFWHG�DW������6W��3DXO�3ODFH����WK�)ORRU��%DOWLPRUH��0'����������

�������������RU�����������������DQG�KWWSV���ZZZ�PDU\ODQGDWWRUQH\JHQHUDO�JRY��

For New Mexico residents��FRQVXPHUV�KDYH�ULJKWV�SXUVXDQW�WR�WKH�)DLU�&UHGLW�5HSRUWLQJ�$FW��VXFK�DV�WKH�ULJKW�WR�EH�WROG�LI�LQIRUPDWLRQ

LQ�WKHLU�FUHGLW�íOH�KDV�EHHQ�XVHG�DJDLQVW�WKHP��WKH�ULJKW�WR�NQRZ�ZKDW�LV�LQ�WKHLU�FUHGLW�íOH��WKH�ULJKW�WR�DVN�IRU�WKHLU�FUHGLW�VFRUH��DQG

WKH�ULJKW�WR�GLVSXWH�LQFRPSOHWH�RU�LQDFFXUDWH�LQIRUPDWLRQ��)XUWKHU��SXUVXDQW�WR�WKH�)DLU�&UHGLW�5HSRUWLQJ�$FW��WKH�FRQVXPHU�UHSRUWLQJ

EXUHDXV�PXVW�FRUUHFW�RU�GHOHWH�LQDFFXUDWH��LQFRPSOHWH��RU�XQYHULíDEOH�LQIRUPDWLRQ��FRQVXPHU�UHSRUWLQJ�DJHQFLHV�PD\�QRW�UHSRUW

RXWGDWHG�QHJDWLYH�LQIRUPDWLRQ��DFFHVV�WR�FRQVXPHUVÎ�íOHV�LV�OLPLWHG��FRQVXPHUV�PXVW�JLYH�FRQVHQW�IRU�FUHGLW�UHSRUWV�WR�EH�SURYLGHG�WR

HPSOR\HUV��FRQVXPHUV�PD\�OLPLW�ÐSUHVFUHHQHGÑ�RìHUV�RI�FUHGLW�DQG�LQVXUDQFH�EDVHG�RQ�LQIRUPDWLRQ�LQ�WKHLU�FUHGLW�UHSRUW��DQG

FRQVXPHUV�PD\�VHHN�GDPDJHV�IURP�YLRODWRUV��&RQVXPHUV�PD\�KDYH�DGGLWLRQDO�ULJKWV�XQGHU�WKH�)DLU�&UHGLW�5HSRUWLQJ�$FW�QRW

VXPPDUL]HG�KHUH��,GHQWLW\�WKHIW�YLFWLPV�DQG�DFWLYH�GXW\�PLOLWDU\�SHUVRQQHO�KDYH�VSHFLíF�DGGLWLRQDO�ULJKWV�SXUVXDQW�WR�WKH�)DLU�&UHGLW

5HSRUWLQJ�$FW��:H�HQFRXUDJH�FRQVXPHUV�WR�UHYLHZ�WKHLU�ULJKWV�SXUVXDQW�WR�WKH�)DLU�&UHGLW�5HSRUWLQJ�$FW�E\�YLVLWLQJ

ZZZ�FRQVXPHUíQDQFH�JRY�I�������BFISEBVXPPDU\B\RXU�ULJKWV�XQGHU�IFUD�SGI��RU�E\�ZULWLQJ�&RQVXPHU�5HVSRQVH�&HQWHU��5RRP�����

$��)HGHUDO�7UDGH�&RPPLVVLRQ������3HQQV\OYDQLD�$YH��1�:���:DVKLQJWRQ��'�&��������

For New York residents, WKH�1HZ�<RUN�$WWRUQH\�*HQHUDO�PD\�EH�FRQWDFWHG�DW��2ïFH�RI�WKH�$WWRUQH\�*HQHUDO��7KH�&DSLWRO��$OEDQ\��1<

����������������������������RU�KWWSV���DJ�Q\�JRY�

For North Carolina residents��WKH�1RUWK�&DUROLQD�$WWRUQH\�*HQHUDO�PD\�EH�FRQWDFWHG�DW�������0DLO�6HUYLFH�&HQWHU��5DOHLJK��1&�������

���������������������RU�����������������DQG�ZZZ�QFGRM�JRY�

For Rhode Island residents��WKH�5KRGH�,VODQG�$WWRUQH\�*HQHUDO�PD\�EH�UHDFKHG�DW������6RXWK�0DLQ�6WUHHW��3URYLGHQFH��5,�������

ZZZ�ULDJ�UL�JRY��DQG�����������������8QGHU�5KRGH�,VODQG�ODZ��LQGLYLGXDOV�KDYH�WKH�ULJKW�WR�REWDLQ�DQ\�SROLFH�UHSRUW�íOHG�LQ�UHJDUG�WR

WKLV�HYHQW�

Rocky Mountain Care Support Center

����:HVW�����6RXWK��6XLWH����

1RQGLVFULPLQDWLRQ�1RWLFH


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