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Notice of Data Breach

Dear :

On behalf of Apollo, we are writing to notify you that the firm recently experienced a social engineering

incident that may affect the security of some of your personal information.

We have no evidence that your information has been publicly posted or used for identity theft or fraud

at this time. We take the confidentiality of the data entrusted to us very seriously and are therefore

offering complimentary third-party identity protection and credit monitoring services. Our investigation

remains ongoing, and you may receive additional updates from us. We are contacting you now to

explain the circumstances of this incident and provide information on what steps you can take to help

protect your information.

What Happened

Similar to other financial services firms, Apollo recently experienced a social engineering incident.

Upon detecting the incident, we promptly notified law enforcement, engaged leading outside

cybersecurity and forensic experts, enhanced our security protocols, and launched an investigation.

Based on our investigation, we determined that there was unauthorized access to certain cloud

platforms between July 6 and July 10, 2026.

What Information Was Involved

During our investigation, we learned on August 12, 2026 that the information potentially impacted by

this incident included your name, date of birth, contact information, home address, and your Social

Security Number (SSN).

What We Are Doing

To help relieve any potential concerns following this incident, we are providing you with complimentary

access to Credit Monitoring and Identity Protection Services at no charge. These services provide you

with alerts for twenty-four months from the date of enrollment when changes occur to your credit file.

This notification is sent to you the same day that the change or update takes place with the bureau. In

addition, we are providing you with proactive fraud assistance to help with any questions that you

might have or in event that you become a victim of fraud. These services will be provided by

Cyberscout, a TransUnion company specializing in fraud assistance and remediation services.

To enroll in Credit Monitoring services at no charge, please log on to

https://bfs.cyberscout.com/activate and follow the instructions provided. When prompted please

provide the following unique code to receive services: . In order for you to receive the

monitoring services described above, you must enroll within 90 days from the date of this letter. The

enrollment requires an internet connection and e-mail account and may not be available to minors

under the age of 18 years of age. Please note that when signing up for monitoring services, you may

be asked to verify personal information for your own protection to confirm your identity.



What You Can Do   
We encourage you to sign up for the complementary Credit Monitoring and Identity Protection Services 
being offered.  Please also review the enclosed “Additional Resources,” which describes steps you can 
take to help protect your personal information.   

These steps include recommendations from the Federal Trade Commission regarding identity theft 
protection and details on how to place a fraud alert or a security freeze on your credit file.  We also 
encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 
statements, and to monitor your credit reports for suspicious activity.  
 

For More Information  
Representatives are available for the next 90 days from the date of this letter, to assist you with questions 
regarding this incident, between the hours of 8:00 a.m. to 8:00 p.m. Eastern time, Monday through Friday, 
excluding holidays.  Please call the help line at 1-833-851-9983 and supply the fraud specialist with your 
unique code listed above.   

Thank you for your patience and understanding as we continue our investigation.    
 
 

Sincerely, 
 

 
Matthew Breitfelder 
Global Head of Human Capital  

 
  

  





credit, or get a new credit card until you temporarily lift or permanently remove the freeze. There is no 
cost to freeze or unfreeze your credit files. 
 
A credit freeze does not apply to any person or entity, or its affiliates, or collection agencies acting on 
behalf of any person or entity that you have an existing account or loan with and requests information in 
your credit report for the purpose of reviewing or collecting outstanding balances on a credit card or other 
credit account, loan, or other bills. This information includes activities related to account maintenance, 
monitoring credit line increases, loan and account upgrades, and loan approvals. 
 
The credit reporting agencies have 3 business days after receiving your request to place a credit freeze 
on your credit report. The credit reporting agencies must also send written confirmation to you within 5 
business days and provide you with a unique personal identification number (“PIN”) or password or both 
that can be used by you to authorize the removal of or a temporary or permanent lifting of the credit 
freeze to allow creditors to access your credit report. 
 
4. You can obtain additional information about the steps you can take to avoid identity theft from the 
following agencies. The Federal Trade Commission also encourages those who discover that their 
information has been misused to file a complaint with them. 
You may contact the Federal Trade Commission, 600 Pennsylvania Avenue, NW Washington, DC 20580, 
www.consumer.gov/idtheft or www.ftc.gov/credit, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261. 
 

California Residents: This notification was not delayed by law enforcement. Visit the California Office 
of Privacy Protection (www.oag.ca.gov/privacy) for additional information on protection against identity 
theft.  

District of Columbia Residents: The District of Columbia Attorney General may be contacted at: 441 
4th St. NW #1100, Washington, D.C. 20001; 202-727-3400; and oag@dc.gov.  

Maryland Residents: The Maryland Attorney General may be contacted at: 200 St. Paul Place, 16th 
Floor, Baltimore, MD 21202; 1-410-528-8662 or 1-888-743-0023; and www.oag.state.md.us. 

New York Residents: The New York Attorney General may be contacted at: Office of the Attorney 
General, The Capitol, Albany, NY 12224-0341; 1-800-771-7755; or https://ag.ny.gov/. 

North Carolina Residents: The North Carolina Attorney General may be contacted at: 9001 Mail Service 
Center, Raleigh, NC 27699-9001; 1-877-566-7226 or 1-919-716-6000; and www.ncdoj.gov. 

 Rhode Island Residents: The Rhode Island Attorney General may be reached at: 150 South Main

Street, Providence, RI 02903; www.riag.ri.gov; and 1-401-274-4400. Under Rhode Island law, you

have the right to obtain any police report filed in regard to this incident.

Wyoming residents: This notification was not delayed by law enforcement.


