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September 1st, 2026
Sent by email

NOTICE OF DATA BREACH

We are writing to let you know that we recently became aware of a data breach involving a Fishbrain system.
Upon investigating the breach, we determined that an unauthorized person accessed personal information about
you, including information associated with your Fishbrain login credentials. If you use the password associated
with your Fishbrain account for any other online account, we strongly recommend that you change the password
for that account as soon as possible. We have separately reset affected users’ passwords and terminated their
active sessions on Fishbrain as a precaution.

WHAT HAPPENED?

On August 19, 2026, we discovered that an unauthorized person accessed an environment used by Fishbrain to
host user data, and we immediately commenced a forensic investigation. On August 24, 2026, Fishbrain
determined that the unauthorized person accessed information associated with certain users’ login credentials,
among other things. Our investigation indicates that the unauthorized access occurred as early as July 30, 2026.

WHAT INFORMATION WAS INVOLVED?

The personal information involved included your first and last name, email address, telephone number, Fishbrain
username, country information, password hash, corresponding salt, and date of birth. Fishbrain passwords were
not stored in plaintext; however, Fishbrain has determined that the compromised password hashes for some users
may be susceptible to being decoded.

WHAT WE ARE DOING

We have patched the vulnerability, restricted access to the affected environment, and are continuing to investigate
the incident. As an added security measure, we have reset passwords for affected accounts. You will be required to
create a new password the next time you log in to Fishbrain. We are also enhancing our security protocols,
conducting a broader review of our data security measures, and monitoring our systems to help protect against
future unauthorized access.

WHAT YOU CAN DO

If you use your Fishbrain password for any other online accounts, you should promptly update those passwords
and any associated security questions or answers. You should also take other appropriate steps to protect any
online accounts that use the same username or email address and password combination. We recommend using a
strong, unique password for each of your accounts.

We also encourage you to remain vigilant for suspicious emails or other communications that appear to come
from Fishbrain. Please remember that we will never contact you to request your password or other sensitive
account information.

FOR MORE INFORMATION

If you have any questions or need assistance, please contact us at:



Fishbrain AB
Sveavégen 15
111 57 Stockholm, Sweden

support@fishbrain.com

Sincerely,

Fishbrain AB
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