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MOGREN, GLESSNER & AHRENS, P.S.

Attorneys At Law

Peter W. Mogren Ronald E. Glessner(Ret.) Michelle R. Ahrens

September 2, 2026

Office of the Attorney General
1125 Washington Street SE
PO Box 40100

Olympia, WA 98504-0100

Re: Notice of Data Security Breach
Gentlepeople:

This letter is written to notify you of a data security breach that hit our law firm’s main
server. The breach took place on June 9, 2026 and was not detected until June 10, 2026.
Our office immediately took steps to secure the server. Our IT specialist, Bruce
Hildebrand, Director at Wizard Technology, indicated that our server had been encrypted
but that he did not believe the hackers were able to get any information. Based on his
expertise, we did not believe that our information had been uploaded/ stolen. We had a
backup of the server, so we reformatted the server, uploaded the back up and continued
operations. All of the passwords to the server, and each workstation were changed and
became even more complicated than before. Additionally, we instituted a policy that the
server will be disconnected from the internet each evening and not connected again until
the next work day. All staff were trained on what to look for and how to handle
suspicious emails and inquiries.

On August 20, 2026 we received an email from a hacker expecting us to make payment
for the breach. The email included attachments of documents we recognized as pleadings
that had been created by this office. We also saw some emails from one of the desk
stations in our office. The hackers indicated they had 380 GB of our data. Realizing that
our data had, in fact, been stolen, we immediately took steps to notify our clients. We
sent a notification letter out, via the U.S. mail, to 1379 clients informing them of the
breach on August 31, 2026. We believe this number is reasonable, given the data that we
know was stolen. This number included all clients for which we have confidential
information for the last 16 years. A copy of the letter that was sent out is attached. 1
have also attached a copy of the email that was received on August 20, 2026 informing us
of the breach of data and threatening to post more and more pieces of information to a
suspicious website it we did not negotiate with them within 2 days.

It is unknown the exact type of data and/or information that was taken but we regularly

handle cases which require names, dates of birth, social security numbers, passwords,
financial account numbers. physical addresses, email addresses, statutory warranty deeds
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and tax returns. We can only assume the hackers have some information from each of
these categories could have been part of what was stolen. We do not know the extent of
the damage to our clients or to us. Our server holds 4 terabytes of data which includes all
of the above types of information for both our firm and our clients. We do know, that
from the time they were able to access the server to when we discovered the breach and
disconnected the server from the internet, they could not have possible downloaded all of
the information on the server. We simply do not know, at that point, if the claim that
they have stolen 380 GB of our data is an exaggeration or a minimization.

If there is additional information that you require, I can be reached at my email address:
mahrens@mgrlaw.com. Additionally, I can be reached by telephone at 425-255-4542
and the address listed below.

Very truly yours, —

lce kit Anens,

Michelle R. Ahrens
Managing Shareholder
Mogren, Glessner & Ahrens, P.S.

Enclosures

100 Lverareen Building # 15 S Grady Way * PO Box 90 * Renton. WA 98037-0090 * (423) 2354342 * AN (423) 253-7322



Thank you for using version 2025.4.1104.462 of Telerik Document Processing Libraries. Access to the latest updates and support requires a valid license. Renew your license and download a new license key. Learn more about

Telerik Document Processing Libraries licensing https://prgress.co/3PwQMut

MOGREN, GLESSNER & AHRENS, P.S.

Attorneys At Law

Peter W. Mogren Ronald E. Glessner (Ret.) Michelle R. Ahrens

August 31, 2026

Re: Data Security Breach

To our present and former clients:

We are writing to inform you of a recent security incident involving our law firm's
computer systems. Our investigation determined that an unauthorized party gained access
to a workstation and a small portion of our server. The files that we believe were
compromised were an email account which may have contained confidential information
and a portion of the server also containing client information. Both of these may have
contained confidential personal and financial information for our firm and some of our
clients.

At this time, we have no evidence that any personal information has been misused.
However, out of an abundance of caution and in accordance with Washington State
data-security notification requirements, we are notifying you so you can remain alert to
any unusual activity involving your personal information and accounts.

We believe a breach occurred on or about June 9, 2026, which we discovered on June 10,
2026. At that time, we did not realistically believe that that any information was
acquired. On August 20, 2026, however, we received information leading us to believe
that someone may have indeed acquired information.

Upon discovering the initial incident on June 9, 2026, we immediately secured the
affected systems, initiated a full forensic review, and implemented additional safeguards
to prevent similar incidents from occurring in the future. We are continuing to monitor
our systems closely.

The type of information that may have been subject to the breach, are the email records,
both sent and received by Peter Mogren, at the email address of mogren@mgrlaw.com.
This could include not only the content of the emails, but also any attachments or
documents included in the email. The other type of information that may have been
subject to the breach concerns drafts of pleadings, letters, saved emails and other
documents created by any of the attorney’s we have employed since 2010 and/ or any of
the staff. Additionally, we believe some financial records could possibly be
compromised, as well.

More specifically, if you sent or received any emails from Peter Mogren, at the email
address of mogren(@mgrlaw.com, that contained any personal information, including
social security numbers, driver’s license numbers, financial account or credit card
numbers, dates of birth, address or phone number or any other identification, you will
want to take steps to protect yourself. The same will be true for clients of the other
attorneys in our office with whom you provided confidential financial information and/or
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tax returns with us, or other documents which will contain financial account or credit
card numbers, dates of birth, social security numbers, address(es) or telephone numbers.

What you can do:
e Review your accounts for any suspicious activity.
e Be cautious of unexpected communications requesting personal information.
e Consider updating passwords associated with sensitive accounts.
e Contact credit reporting agencies below and freeze your credit.

The phone number and address of the 3 major credit reporting agencies are as follows:

Equifax Information Services Experian

PO Box 740256 PO Box 4500
Atlanta, GA 30374-0256 Allen, TX 75013
1-866-349-5191 1-888-397-3742

TransUnion Consumer Solutions
PO Box 2000

Chester, PA 19016-2000
1-800-916-8800

If you have any questions or would like additional information, please contact us directly
at your convenience. Protecting your information is extremely important to us, and we
regret any concern this incident may cause. We have posted our contact information
below for your convenience.

MOGREN, GLESSNER & AHRENS, PS
15 So. Grady Way, Suite 100

PO Box 90

Renton, WA 98057

425-255-4542

Again, it is our hope that this breach may amount to nothing more than a wake-up call to

us and our IT department and not a major inconvenience to you. That being said, we
continue to urge caution as you move forward.

Very truly yours,

Michelle R. Ahrens
Managing Shareholder
Mogren, Glessner & Ahrens, P.S.

100 Evergreen Building * 15 S Grady Way * PO Box 90 * Renton. WA 98037-0090
PHONE (4253) 255-45342 * FAX (425)255-7322 * WEB http://mgrlaw com



